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What’s working, what isn’t, and how can 

mid-sized organisations improve? 

*Based on an October 2021 survey of 103 UK-based IT security decision makers

Charting a course 
to more effective 
SecOps

Security operations teams are 

increasingly on the front line in the 

face of escalating cyber risk. Their job 

is to protect their organisation by 

detecting, investigating, analysing 

and responding to cyber-threats. 

This isn’t easy in a landscape where criminals 

don’t have to be experts in programming, 

penetration testing, network security or law, 

they just need that one opening to achieve 

their aim. They also have the benefit of a 

multitrillion-dollar underground industry 

behind them. On the other side, SecOps 

teams are typically under-resourced and often  

constrained by the wrong technology 

solutions.

To find out more, SOC.OS commissioned Sapio 

Research to interview 103 IT security decision 

makers from mid-sized UK organisations to 

compile a new study, The State of SecOps.

Here’s what we found, and what it means for 

SecOps teams.
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Some of the questions we 
asked
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How much time do you 

dedicate to managing 

alerts during the 

week?

What proportion of 

time is spent on alert 

management?

On average, how many 

alerts are missed/mis-

arranged or fall 

through the cracks on a 

daily basis?

Time spent managing 

alerts and incidents 

means analysts can’t 

use technology to it’s 

full potential

Increased workloads, 

stress and lack of 

resources lead to 

frequent burn-out.

*Full results contained in this report



These tools are designed to aggregate and analyse 

threat activity from across the IT environment (SIEM) 

and automate investigative workflows (SOAR). The aim 

is to make SecOps more effective. However, the gulf 

between intended purpose and actual use is 

increasingly wide. 

Both can be powerful tools. But like Formula One cars, 

they only fulfil their potential with the right team of 

expert engineers on hand to continuously fine-tune 

them. Unfortunately, mid-sized organisations with 

relatively few resources often find themselves unable 

to optimise their use of SIEM/SOAR platforms.
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Despite widespread use of SIEM and SOAR, SecOps teams are severely constrained by a lack of 

insight into threats, and alert overload. Our research found that:

It can be concluded that SIEM and SOAR are failing 

mid-sized organisations unable to continually 

optimise their use.  They’re not managing to 

successfully centralise their alerts in a SIEM for 

total visibility, and they’re not able to successfully 

automate alert management. This means a lot 

more manual effort than they signed up for.



A continual alert “whack-a-mole”, manually 

processing alerts one by one, leads to “alert 

blindness” or “alert fatigue”, with analysts unable 

to spot the genuine signal amongst the noise of 

false positives. 



Considering that they often have other 

responsibilities such as network and system 

administration, seven hours is a lot of time to be 

spending on managing alerts. It’s time that could 

otherwise be spent on strategic priorities and 

projects.

It’s a phenomenon that’s also been observed in 

healthcare settings when a high number of 

irrelevant alerts leads users to habitually override 

them. Alert overload means stretched analysts 

are unable to effectively prioritise alerts and 

worst case, may miss critical threats. 
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These tools are often 
overkill for stretched teams

8 p/wk
Hrs

MANAGING 
ALERTS

Respondents 
miss almost 
a  of 
alerts

fifth

16% of respondents are confident about 

having full visibility of security threats
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On average, how 

many alerts are 

missed/ mis-managed 

or fall through the 

cracks on a daily basis?
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68% of organisations agree that 

increased workload and stress, 

combined with insufficient 

resources, leads to frequent staff 

burnout. 

The role of a SecOps analyst involves investigating 

critical threat alerts with the aim of protecting 

their organisation. Perhaps more often, it involves 

chasing up countless dead ends and false 

positives. It’s equally high-pressured, and 

mundane, and it’s not leading to high job 

satisfaction. The average tenure of an analyst is 

only fourteen months.



What analysts, want at early, mid, or really any 

stage of their career is clear progression, learning 

opportunities, an intellectually stimulating - 

rather than mundanely repetitive and 

desensitising - work environment, and proper 

compensation for the job.  The right  tools can 

help maximise the capabilities of existing staff 

and upskill new team members.
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72% agree that time spent managing 

alerts and firefighting incidents means 

analysts can’t use security technology 

to its full potential. 

Simply put, this means missed opportunities for 

security teams, and a lack of return on investment for 

stakeholders. Whatever challenge, problem, or 

compliance issue the technology was purchased to 

solve will remain, and analysts have another siloed 

security product, on yet another screen to manage. 

Not being able to use security technology to its full 

potential turns investments into a resource drain, 

rather than them adding value. In turn, this may lead 

to slow (or no) uptake of new technologies in future, 

meaning that organisations may fall behind when it 

comes to innovation and digital transformation. 
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While the first two are undoubtedly 

the most important to any security 

strategy, all are interlinked. 

To tackle these 
challenges, 
organisations need to 
focus on 

and
people, culture, 

process  technology. 
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Reduce the risk of 
burnout and improve 
job satisfaction by:

7  Automating repetitive, manual tasks and prioritising alerts for 

investigation, to ensure analysts spend time on high value task+

7 Creating a safe environment with zero tolerance of harassment and 

inappropriate behaviour and appointing a mental health first-aider%

7 Investing in your people through training programmes and career 

development plans

Drive cultural 
change by: 

7 Treating security as a business priority, not a siloed security problem 

(e.g. ensuring that Cyber is represented at the board levelR

7 Adopting a standardised framework (such as MITRE ATT&CK) to 

facilitate effective communication and alignment between 

operational technical teams and senior management



Invest in the right 
SecOps tools 
which can: 

7 Drive intelligent automation to give time back to users %

7 Integrate with existing workflows and security stac�

7 Tell the story of security data, in a way that decreases your 

Mean Time to Respond/ Reason
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Implement effective 
processes by:

7 Considering and continually reviewing the following in an ever 

changing cyber landscape; management systems, governance, 

policies and procedures and managing the supply chain



HOW DO 
WE DO 
THIS?

Traditional tools aren’t solving the problem. 

SOC.OS is the lightweight, cost-effective, and 

low-maintenance alternative for your team. 

Centralise, enrich, and correlate your security 

alerts into manageable, prioritised clusters.

First, we collect data from all of your security 

tools—on-premise and in the cloud.

Next, we enrich that data with third-party threat 

intelligence and relevant business context. 

Finally, we correlate these alerts into prioritised 

clusters for onward investigation.This data is 

displayed in a highly intuitive graphical UI and 

there’s a powerful search function to aid 

investigations. Real-time dashboards and 

consolidated reporting complete the picture for 

ongoing monitoring of the attack surface.
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Your SecOps team is a valuable asset. Unleash its productivity by freeing-up 

analysts to do what they do best, and love: finding the threats that pose a 

critical risk to your organisation. 

“Being forced to wade through mountains of events 

is bad because I can’t get a return out of my analysts. 

And it’s bad for them because it’s boring. With 

SOC.OS you’re actually giving them something to 

investigate, which is what they enjoy, rather than 

sifting and shifting pointless data. And it combats 

alert blindness”   

(A leading MSSP)

“

Unleash your

teams productivity
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L To find out how SOC.OS works, visit the websit3

L For technical information, visit the SOC.OS Wiki
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